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Introduction
This Privacy Policy describes the types of information U.S. Xpress Enterprises, Inc. and its subsidiaries,[footnoteRef:1] including Total Transportation of Mississippi, LLC (“the Company,” “we,” “our,” “us”), may collect from you or that you may provide when you visit or interact with our Websites that link to this Privacy Policy  (the “Website”) and when you provide us information as a prospective or actual customer, supplier, or vendor, as well as our practices for collecting, using, maintaining, protecting, and disclosing that information. This Privacy Policy describes our online and offline information collection practices. It does not apply to information collected by any third party, including through any application, or content (including advertising) that may be linked to or otherwise be accessible from the Website. [1:  Any legal entity, including, but not limited to, any juridical person, corporation, partnership, limited liability company, or group that directly or indirectly controls, is controlled by, or is under common control with U.S. Xpress, Inc. through one or more intermediaries.] 

Individuals with disabilities may access this Privacy Policy in an alternative format by contacting websitefeedback@usxpress.com. Certain terms used in this Privacy Policy have the meanings given to them in the California Consumer Privacy Act of 2018, as amended (“CCPA”). If you have any questions about or need further information concerning this Privacy Policy, please contact websitefeedback@usxpress.com.
Please read this Privacy Policy carefully to understand our policies and practices regarding your information and how we will treat it. If you do not agree with our policies and practices, your choice is not to use the Website. By accessing or using the Website, you agree to this Privacy Policy. This Privacy Policy may change from time to time. Your continued use of the Website or continued interaction or communication with the Company after we make changes is deemed to be acceptance of those changes, so please check this Privacy Policy periodically for updates.
Information We Collect About You and How We Collect It
We collect several types of information from and about you. Depending on your interactions with us, we may not have collected each of these categories of personal information about you. However, we may collect (any may have collected during the 12-month period prior to the effective date of this Privacy Policy) personal information about you, including information:
· Identifiers, such as name, alias, postal address, billing address, email address, telephone number, Social Security number, or any other similar information or identifier by which you may be contacted online or offline;
· Categories of personal information described in California Civil Code § 1798.80, such as name, signature, telephone number, payment and other financial information, credit history and information, passport number, state identification card number, and driver’s license number;
· Protected classifications under state or federal law, such as information about your age, race, color, ancestry, national origin, citizenship, religion or creed, marital status, medical condition, physical or mental disability, sex, sexual orientation, or veteran or military status;
· Professional and employment-related information, such as information about your employment history or educational history, or other information relating to your role at a company that is our customer or supplier;
· Commercial Information, such as records of products or services purchased, obtained, or considered, customer service history, financial account data, or other purchasing or consuming histories or tendencies;
· Geolocation data, such as time and physical location related to use of an internet website, application, device, or physical access to one of our locations;
· Biometric data, such as a voiceprint, faceprint, or other data that could be considered biometric information or biometric identifiers under applicable law when you interact with our representatives. For more information on the processing of biometric data, please refer to our Biometric Information Privacy Policy.
· Inferences and profiles based on other personal information, such as information about your behavior, preferences, characteristics, psychological trends, or predispositions;
· Internet or other electronic network activity information, such as information about your internet connection, history, or activity information, the equipment you use to access the Website, usage details, and interactions with the Website, information used to create your online account such as password or security question and answer, or information you provide when requesting further information, products, or services from us; and
· Other information you choose to provide, such as information that you provide by filling in forms on or off the Website (including information provided at the time of registering to use our online user accounts, applying for financing through our Credit Application, subscribing to our service), when you communicate with us, when you enter a contest or promotion sponsored by us, when you report a problem with the Website, or your responses to surveys that we might ask you to complete for research purposes;
We collect this information, and may have collected this information during the 12-month period prior to the effective date of this Privacy Policy:
· Directly from you when you provide it to the Company, such as if you send an email to our team, fill out a form on or otherwise send us information through our Website, or otherwise interact with us directly;
· Automatically as you navigate through the Website. Information collected automatically may include usage details, IP addresses, and information collected through cookies, web beacons, and other tracking technologies; and
· From third party sources, such as our services providers and business partners.
Information You Provide to Us
You also may provide information to be published or displayed (hereinafter, “Posted”) on public areas of the Website or transmitted to other users of the Website or third parties (collectively, “User Contributions”). Your User Contributions are Posted on and transmitted to others at your own risk. Although we may limit access to certain pages or you may set certain privacy settings for such information by logging into your account profile, please be aware that no security measures are perfect or impenetrable. Additionally, we cannot control the actions of other users of the Website or through third-party websites with whom you may choose to share your User Contributions. Therefore, we cannot and do not guarantee that your User Contributions will not be viewed by unauthorized persons.
Information We Collect Through Automatic Data Collection Technologies
As you navigate through and interact with the Website, we may use automatic data collection technologies to collect certain information about your equipment, device, browsing actions, and patterns, including:
· Details of your visits to the Website, including traffic data, referring URL, location data, logs, and other communication data and the resources that you access and use on the Website.
· Information about your computer and internet connection, including your IP address, operating system, and browser type.
We, and third parties with which we work such as Google, also may use these technologies to collect information about your online activities over time and across third-party websites or other online services. For information on how you can opt out of behavioral tracking on the Website and how to exercise your options, please visit your device or browser settings, or the Digital Advertising Alliance, or Network Advertising Initiative.
We may maintain the Personal Information we collect automatically, or associate it with Personal Information we collect in other ways or receive from third parties. Doing so helps us to improve the Website and to deliver a better and more personalized service, including by enabling us to:
· Estimate our audience size and usage patterns;
· Store information about your preferences, allowing us to customize the Website according to your individual interests;
· Speed up your searches; and
· Recognize you when you return to the Website.
The technologies we use for this automatic data collection may include:
· Cookies (or browser cookies). A cookie is a small file placed on the hard drive of your computer. You may refuse to accept browser cookies by activating the appropriate setting on your browser. However, if you select this setting you may be unable to access certain parts of the Website. Unless you have adjusted your browser setting so that it will refuse cookies, our system will issue cookies when you direct your browser to the Website.
· Web Beacons. Pages of the Website and our emails may contain small electronic files known as web beacons (also referred to as clear gifs, pixel tags, and single-pixel gifs) that permit the Company, for example, to count users who have visited those pages or opened an email and for other related Website statistics (for example, recording the popularity of certain Website content and verifying system and server integrity).
Google Analytics
We use a tool called “Google Analytics” to collect information about use of the Website. Google Analytics collects information such as how often users visit the Website, what pages they visit when they do so, and what other websites they used prior to coming to the Website. We use the information we get from Google Analytics only to improve the Website and the services we provide. Google Analytics collects only the IP address assigned to you on the date you visit the Website, rather than your name or other identifying information. For more information on how Google uses your information please visit: How Google uses information from sites or apps that use our services – Privacy & Terms – Google. You may be able to opt out of the collection and use of your personal information by downloading the Google Analytics opt-out browser add-on, available at https://tools.google.com/dlpage/gaoptout.
How We Use Your Information
We use, and may have used in the preceding 12-months, information that we collect about you or that you provide to us, including any Personal Information:
· To present the Website and its contents to you;
· To provide you with information, products, or services that you request from us;
· To fulfill any other purpose for which you provide it;
· To communicate with you and others, including to provide you with notices about your account, and other similar account order information and notices, providing support, promoting content, conducting surveys, sweepstakes, focus groups and contests, assisting with marketing, interacting over social media, and notifying you of changes to our Website;
· To carry out our obligations and enforce our rights arising from any contracts entered into between you and us, including for billing and collection;
· To notify you about changes to the Website or any products or services we offer or provide;
· To allow you to participate in interactive features on the Website;
· To respond to any services issues you request from us;
· Performing data analytics, such as to understand how you and others use our Website and to determine what features and services may interest you or our other clients;
· Improving and operating our Company and our services;
· Troubleshooting, de-bugging, and otherwise addressing issues that may arise with the functionality of the Website;
· Helping to ensure security and integrity, to the extent the use of your personal data is reasonably necessary and proportionate for these purposes;

· Protecting the legal rights, property, safety, and security of records or information, our clients and Website users, our organization and others, including detecting and preventing fraud, misuse of the Website, and other unauthorized activity;

· Verifying your identity to protect against and prevent fraud and other unlawful activity, unauthorized transactions, claims and other liabilities, and manage risk exposure and quality;
· Complying with industry standards, applicable law, judicial process, any properly authorized civil, criminal, or government or regulatory investigation or request, or any subpoena or summons issued by a competent authority;

· Enforcing our policies, terms of use, or rights arising from contracts;
· In any other way we may describe when you provide the information; and
· For any other purpose with your consent.
We may also use your Personal Information to contact you about our own services that may be of interest to you. We may use the information, including Personal Information, we have collected from you to enable us to display advertisements to our advertisers’ target audiences. Even though we do not disclose your Personal Information for these purposes without your consent, if you click on or otherwise interact with an advertisement, the advertiser may assume that you meet its target criteria.
Disclosure of Your Information
We may disclose aggregated information about our users, or customers, and information that does not identify any individual visitor of the Website without restriction. We may de-identify personal data by removing any details that identify you personally. If we do so, we will maintain and use the de-identified data without attempting to re-identify it. De-identified data will not be subject to this Privacy Policy and will be used to the extent permissible under applicable law.  
We may disclose your information, including Personal Information that we collect, or you provide as described in this Privacy Policy, and may have disclosed your information in the preceding 12-months, for the business purposes described in this policy:
· To our parent, subsidiaries and affiliates;
· To contractors, service providers, and other third parties we use to support our business and who are bound by contractual obligations to keep Personal Information confidential and use it only for the purposes for which we disclose it to them;
· To a buyer or other successor in the event of a merger, divestiture, restructuring, reorganization, dissolution, or other sale or transfer of some or all of the Company’s assets, whether as a going concern or as part of bankruptcy, liquidation, or similar proceeding, in which Personal Information held by the Company about the Website users is among the assets transferred;
· To fulfill the purpose for which you provide it;
· For any other purpose disclosed by us when you provide the information; or
· With your consent.
We may also disclose your information, and may have disclosed your information, including Personal Information, to third parties such as regulatory authorities or other third parties:
· To comply with any court order, law, or legal process, including to respond to any government or regulatory request;
· To enforce or apply our Website Terms of Use and other agreements, including for billing and collection purposes; and
· If we believe disclosure is necessary or appropriate to protect the rights, property, or safety of the Company, our customers, or others. This includes exchanging information with other companies and organizations for the purposes of fraud protection and credit risk reduction.
We do not: 
· Use your sensitive personal information for purposes other than those allowed by the CCPA as set out in Cal. Code Regs. tit. 11 § 7027(m); or

· Sell or share the personal information of individuals under 16 years of age as those terms are defined under the CCPA.

Choices About How We Use and Disclose Your Information
We strive to provide you with choices regarding the information you provide to us. We have created mechanisms to provide you with the following control over your information:
· Tracking Technologies and Advertising. Our business model does not include selling your personal information to third parties in exchange for money. However, we may share online identifiers and internet or other electronic network activity information, such as cookies and the advertising identifier associated with your computer or mobile device, with our marketing and advertising partners, including platforms that enable or participate in targeted and cross-context behavioral advertising, social media platforms, and analytics partners, to show ads that are targeted to your interests. Under certain state privacy laws, sharing personal information with partners in exchange for some benefit, such as providing more relevant ads, can be considered a “sale” or “sharing” in some circumstances. As such, we may be considered to “sell” or “share” or otherwise process your personal information collected about the use of our site with our social media, advertising and analytics partners. 
You can set your browser to refuse all or some browser cookies, or to alert you when cookies are being sent. If you disable or refuse cookies, please note that some parts of this Website may then be inaccessible or not function properly. We may use the following categories of cookies:
· Analytics: These cookies are used to collect information to analyze the traffic to our website and how visitors are using our website. For example, these cookies may track things such as how long you spend on the website or the pages you visit which helps us to understand how we can improve our website for you. 
· Performance and Functionality: These cookies provide quantitative measures of website visitors. Information collected with these cookies is used to measure website or software KPIs, such as performance. With the usage of these cookies we are able to count visits and traffic sources to improve the performance of our site and application. If you do not allow these cookies, we will not know when you have visited our site.
· Marketing and Advertising: These cookies are used to show advertising that is likely to be of interest to you based on your browsing habits. These cookies, as served by our content and/or advertising providers, may combine information they collected from our website with other information they have independently collected relating to your web browser’s activities across their network of websites. If you choose to remove or disable these targeting or advertising cookies, you will still see advertisements but they may not be relevant to you.
· Disclosure of Your Information for Third-Party Advertising. We share your Personal Information with unaffiliated or non-agent third parties for promotional purposes. 
· Promotional Offers from the Company. If you do not wish to have your Personal Information used by the Company to promote our own products or services, you can opt out by checking the relevant box located on the form on which we collect your data (the order form or other registration form) or at any other time by logging into the Website and adjusting your user preferences in your account profile or by sending us an email stating your request to websitefeedback@usxpress.com, as applicable. If we have sent you a promotional email, you may send us a return email asking to be omitted from future email distributions. This opt out does not apply to information provided to the Company as a result of a product purchase, warranty registration, product service experience or other transactions.
· Targeted Advertising. If you do not want us to use information that we collect or that you provide to us to deliver advertisements according to our advertisers’ target-audience preferences, you can opt out by interacting with the “Marketing Cookies” toggle at the “Your Privacy Options” link in our website footer.
· Do Not Track and the Global Privacy Control. Your web browser may have a “Do Not Track” feature that is intended to automatically inform websites you visit not to track your online activities. Given that there is not a uniform way that browsers communicate the “Do Not Track” signal, our website does not currently interpret, respond to or alter its practices when it receives “Do Not Track” signals. If your browser supports it, you can turn on the Global Privacy Control (“GPC”) to opt out of the “sale” or “sharing” of your personal data. These are signals you can send from your browser to a website to convey your choice to exercise certain opt-out rights granted by individual states. 
· Third Party Links. We may provide links to other third-party websites and services for your convenience. Those sites and services are not subject to this Privacy Policy. The operators of the linked websites and services may have posted their own privacy policies that you should review to learn more about their privacy practices.
· If you are one of our business partners who maintains an account with us, you can review and change your Personal Information by logging into the Website and visiting your account profile page. Please note that if you delete any User Contributions from the Website or third-party websites, copies of your User Contributions may remain viewable in cached and archived pages, or might have been copied or stored by other Website users. Proper access and use of information provided on the Website, including User Contributions, are governed by our Website Terms of Use.
California Consumer Privacy Rights and Choices
The CCPA provides California residents with specific rights regarding their personal information. This section describes those rights and explains how California residents may exercise them.
· Know and Access: California residents have the right to request, twice in a 12-month period, that we disclose the personal information we have collected about them, including the categories of personal information, the categories of sources from which the personal information is collected, the business or commercial purpose for collecting, selling, or sharing personal information, the categories of third parties to whom we disclose personal information, and the specific pieces of personal information we have collected about them. 

· Correction: California residents have the right to request that we correct the personal information we maintain about them, if that information is inaccurate. 

· Deletion: California residents have the right to request that we delete certain personal information we have collected about them, subject to certain exceptions.

· Portability: California residents have the right of portability, or the right to have us transfer their personal information to other persons or entities upon their request.

· Opt-Out: California residents have the right to opt out of the sale of their personal information or the disclosure of their personal information for targeted or behavioral advertising. This right may be exercised as described in “Choices About How We Use and Disclose Your Information,” above.

· Non-Discrimination: California residents have the right to not be discriminated against for exercising their privacy rights.

California residents can exercise their privacy rights by submitting a request to us at websitefeedback@usxpress.com or calling us toll-free at 1-866-646-5886 and ask for the Legal Department.  

We will verify the identity of California residents before fulfilling requests to access, correct, or delete personal information. Authorized agents may submit requests on behalf of California residents if they provide proof of authorization, and we may also require the individual to verify their identity directly. We will respond to requests as required by applicable law. We may deny a request if we cannot verify identity or if the law otherwise permits.

Data Security
We have implemented measures designed to secure your Personal Information from accidental loss and from unauthorized access, use, alteration, and disclosure. All information, including Personal Information you provide to us, is stored in the United States unless legally required to be kept elsewhere. Any payment transactions and financial payment information will be encrypted using SSL technology.
The safety and security of your information also depends on you. Where we have given you (or where you have chosen) a password for access to certain parts of the Website, you are responsible for keeping this password confidential. We ask you not to share your password with anyone. We urge you to be careful about giving out information in public areas of the Website such as message boards. The information you share in public areas may be viewed by any user of the Website.
Unfortunately, the transmission of information via the internet is not completely secure. Although we do our best to protect your Personal Information, we cannot guarantee the security of your Personal Information transmitted to the Website. Any transmission of Personal Information is at your own risk. We are not responsible for circumvention of any privacy settings or security measures contained on the Website.
Children Under Age 18
The Website is not intended for children under 18 years of age. No one under the age of 18 may provide any information to or on the Website. We do not knowingly collect Personal Information from children under 18. If you are under 18, do not use or provide any information on the Website or through any of its features, register on the Website, make any purchases through the Website or with the Company, use any of the interactive or public comment features of the Website, or provide any information about yourself to us, including your name, address, telephone number, email address, or any screen name or username you may use. If you believe we might have any information from or about a child under 18, please contact us at websitefeedback@usxpress.com.
Changes to Our Privacy Policy
It is our policy to post any changes we make to this Privacy Policy on this page. The date this Privacy Policy was last revised is identified at the top of the page. You are responsible for periodically visiting the Website and this Privacy Policy to check for any changes. Your continued use of the Website or continued interaction or communication with the Company following the posting of any changes to this Privacy Policy constitutes your acceptance of such changes.
Contact Information
To ask questions or comment about this Privacy Policy and our privacy practices, contact us at:
Email: websitefeedback@usxpress.com
Mail: 4080 Jenkins Road, Chattanooga, TN 37421
Attention: Legal Department
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